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Help on Email and internet Fraud  

 

 

 



 

 
What to do if you receive a suspected 

Phishing Scam email 
 

 
DO NOT click on any links in the scam email. 
 
DO NOT supply any personal information of any 

kind as a result of the email 
 
DO NOT reply to the email or attempt to contact the 

senders in any way. 
 
DO NOT supply any information on the bogus 

website that may appear in your browser 
if you have clicked a link in the email. 

 
DO NOT open any attachments that arrive with the 

email 
 
DELETE the email from your computer as soon as 

possible. 
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Dear (Your Name) I Hope you get this on time, 
sorry I didn’t inform you about my trip in Cyprus for 
a program, I’m presently in Nicosia and am having 
some difficulties here because i misplaced my wal-
let on my way to the hotel where my money and 
other valuable things were kept. 
 
I want you to assist me with a loan of 2500Euro to 
sort-out my hotel bills and to get myself back home. 
I have spoken to the embassy here but they are not 
responding to the matter effectively, I will appreci-
ate whatever you can afford to assist me with, 
 
 I’ll Refund the money back to you as soon as i re-
turn, let me know if you can be of any help. I don’t 
have a phone where i can be reached. Please let 
me know immediately. Archie -  
See more at:  
 
http://netprofitstoday.com/blog/email-scam-urgent-
request-from-a-friend/#sthash.O3nQcFA9.dpuf 

This is a example of an email that would seem to 

come from one of you friends or family member.  



Email Attachments 

And rules on sending emails 

Also look at the icon of the attachment if it has an arrow 

shortcut on it. 

 

 

 

 

 

Note this is not the same as the icons on your 

desktop only applies to email. 
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How to try and spot a virus on an email 

 
When an email arrives if it has an attachment, things to 

look out for before you open it. 

 

Check who it has come from, are you excepting the 

email. 

 

Does the attachment have the correct extension at the 

end. 

 

Example.  

A Picture. Would have  - .jpg or .gif 

 

A document would have - .doc or .docx or .pdf 

 

These are bad examples and are virus 

 

1.  name.doc.pdf 

2.  name.pdf.jpg 

3.  Name.exe 
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Internet Safety 
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